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Establishing a VPN Connection between Checkpoints Firewall1 4.1/2000 & PGP 7.0 using Entrust CA
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PGP Desktop Security 7.0 
Checkpoint Firewall1 / VPN1 ver 4.1 / 2000  
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Windows NT 4
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SUMMARY
This technote will describe the process of configuring A VPN Tunnel Between PGPNet 7.0  and Checkpoints Firewall-1ver4.1 / 2000  using X509 Certificates provided by an Entrust CA Server. 

ASSUMPTIONS
· The Administrator has a clear understanding and knowledge of basic administrative tasks within a Windows NT Environment. 

· The Administrator has a basic understanding of what an Entrust CA Certificate Server does and what it is used for. 

· The Administrator has a basic understanding and knowledge of firewalls. In particular Checkpoint Firewall1/VPN-1 and X.509 Certificates. 

· The Administrator has a essential understanding and working experience with PGP Desktop Security  7.0 

PREREQUISITES
· Working Checkpoint Firewall1/VPN1 ver 4.1 / 2000 with SP1 

· Working PGP Desktop Security 7.0 installation on a host located on Untrusted Network of the Checkpoint Firewall 

· Working Entrust Certificate Server located on Untrusted Network of the Checkpoint Firewall.  

PROCEDURE / SOLUTION
Assuming that you have all the prerequisites mentioned above to successfully demonstrate this scenario, On the Contrary, The Trusted/Untrsuted Network / Firewall Configuration and Network Objects Defined as follows.

Checkpoint Firewall-1 ver 4.1 / 2000 with SP1
Trusted Interface  = 10.10.1.1 / 255.255.255.0
Untrusted Network = 205.227.133.101 / 255.255.255.0
PGP Client  = 205.227.133.98
Entrust CA Server  = 205.227.133.118 

 

· First and foremost, Configure Checkpoint Firewall-1 Workstation Properties to define the Firewall itself in the system.  
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· Configure the Interfaces of the Checkpoint Firewall-1, Trusted / Untrusted, as shown in the above figure.
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·  Define A CA Server Object for the Entrust CA Server in the Checkpoint Firewall-1 as shown in the above figure. 
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· Configure the Entrust CA Properties as what the Entrust PKI Version is as shown in the above figure. 
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· Please Provide the Entrust CA Server's Configuration file knows as Entrust.ini . 
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· Download the Root CA from the Entrust CA Authority Server 

  

[image: image6.png]General | NAT |
[PAddess [I01010 | Getaddess
et [T

D R |

Location "Bmadcasl

rteral € Estemal Alowed € Disallowed

Cance o





· Define a Network Object for the Trusted Network of the Checkpoint Firewall-1 
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· Set the IKE properties of  the Checkpoint's Firewall-1.  
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· Select The Key Negotiation Encryption Methods / Proposals. 
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· Define the Public Key Matching Criteria by selecting the earlier defined Entrust CA Server, as shown in the above figure.
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· Request the Entrust CA Authority for a user account for CheckPoint Firewall-1 on CA Server, Once you have been approved and given a Registration Code / Authorization Code. Add a Certificate on the Checkpoint Firewall-1 with the given Registration / Authorization code by CA Authority As shown in the above figure. 
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· Select the right Certificate / Nickname for Public Key Matching Criteria.
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· Define a WorkStation object in the Checkpoint Firewall-1 for PGPNet 7.0 Client which is an external Host on the Untrusted Network. 
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· Configure IKE Properties for PGPNet 7.0 Client to communicate with the Trusted Network with is behind the Checkpoint Firewall-1 as show in the above figure.
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· Finally all the Network Objects in the Checkpoint Firewall-1 Should look like the above figure. 
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· Please make sure the final rule has Encryption selected in the Action tab, right click the Encrypt icon and configure the IKE properties as shown in the above figure. 
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· Define the Final Rule base to allow the VPN Tunnel  Between PGPNet 7.0 to Trusted Network, The final rule should look like the above show figure. 

 

 

· CONFIGURING PGP 7.0 
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· Your Private key and Public Key should be in your PGPKey Ring as shown in the figure above. 
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· Configure The VPN Tunnel with PGPNet 7.0, Define the Secure Gateway as the Firewalls Untrusted Interface, In connection options  you can select Automatic or Require Manual Connection. Please make sure that you don't select ( Acquire Virtual identities ) 
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· Configure the Subnet Behind the Checkpoint Firewall1. 
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· Select The PGP options from the edit button then make sure you have the right Key / Certificate selected  for VPN Authentication. 
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· Select the Right IKE Negotiation proposals as shown in the above figure. 
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· Once you are done with the above configuration, you should be able to successfully get SA 's created as shown in the above figure.
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· You can go ahead and try to reach a host behind the Firewall, from PGPNet Client as shown in the figure.  

